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Abstract- In the recent years, biometric-
based attendance systems have been most in
demand for the purpose of ensuring
transparency and accountability in managing
the workforce. In rural job schemes like
MGNREGA in India, however, the
employment of traditional biometric systems
such as fingerprint or iris scanners is
extremely difficult due to depleted biometric
features, poor infrastructure, and unreliable
internet availability. The current paper
proposes a novel, low-cost face recognition-
based  attendance

system  designed

specifically for rural and low-resource
environments with emphasis on offline
operation and anti-spoofing capabilities to

ensure reliability and security.

The proposed system employs lightweight

Al models to perform real-time face
detection and recognition using common
cameras and smartphones, along with a local

database for face embedding storage and
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matching without the need for constant

internet  connectivity. The system is
equipped with a strong spoof detection
module capable of detecting spoofing of the
system through images, videos, or blurred
images. The system can be operated on low-
cost platforms like Raspberry Pi or low-end
Android devices, enabling rural deployment.
A bilingual user interface (Hindi + English)
enables semi-literate users to operate the
usability and

system, improving

acceptability.

To compare its performance, we conducted
experiments in varying light conditions,
camera angle, and spoofing attacks. It has
good accuracy in face matching and is

resistant to spoofing, even in offline mode.

Keywords: The work focuses on crucial
aspects such as face recognition, offline
attendance system, and liveness detection

for rural workforce management.



I. INTRODUCTION

In the recent past, biometric technologies

have been increasingly utilized for
identification and manpower management.
Fingerprint-based, iris-scan-based, and face
recognition-based systems have become a
common feature in schools, offices, public
programs, and security systems. Among
them, face recognition has been the most
popular modality due to its non-intrusive,
contactless, and friendly nature. However,
most of the currently available face
recognition systems are designed for urban
and high-resource environments, where the
infrastructure such as stable internet, high-
resolution cameras, and secure servers is
easily available. This opens a huge loophole
in the use of these technologies in rural and
remote regions, especially in countries like
India where government programs such as
MGNREGA (Mahatma Gandhi National
Rural Employment Guarantee Act) are
based heavily on transparent and tamper-
proof attendance systems for large-scale
rural workforces. Conventional biometric
devices used in rural regions, like fingerprint
readers, are not effective. Most rural
workers' fingertips are damaged because of
heavy physical labor in agriculture or
construction work, which results in scanning
and a high rate.

failure rejection
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Furthermore, electricity and internet
connectivity in rural regions are unreliable
and most likely nonexistent, and hence a
cloud-based solution cannot be
contemplated. The price of sophisticated
biometric devices is also prohibitive for
deployment at the village level, where
is tight and cost is

money a major

consideration.

To address these challenges, this work

suggests low-cost, offline-enabled face
recognition attendance system specifically
for rural workforce management. The
system utilizes lightweight and efficient face
recognition models like MobileNet and Dlib
that are capable of execution on low-end
hardware platforms like Raspberry Pi or
even low-end smartphones. The models are
optimized for real-time speed and accuracy
in real-world conditions, i.e., low light and
low-resolution images. One of the unique
features of the suggested system is its offline
capability, which enables attendance to be
marked and stored locally, with the
possibility of synchronizing to a central
server if the internet is available. This
renders the solution best suited for remote or

disconnected areas.

The second important part of this system is

the inclusion of spoof detection or liveness



detection in it. The face-based attendance
systems are vulnerable to spoofing attacks
where a user tries to deceive the system by
presenting it a printed image, mobile screen
with a face, or a video. To prevent this, the
system incorporates algorithms to identify
eye blinking, head movement, blurring of
images, and other signals to verify whether
the face being scanned is live and genuine.
This is very important in workplaces where
attendance-based salaries are being paid and
fraud protection is of prime concern. Also,
to make it accessible and convenient, the
user interface of the system is rendered
bilingual to support both Hindi and English.
It is necessary, particularly in rural regions
where the majority of users cannot read

English and may not even be literate to that

extent. The wuser-friendly and simple
interface  enables the operators and
employees to  operate the system

comfortably without technical support.

This presents the complete

paper

architecture, = working  process, and

performance evaluation of the proposed face
recognition attendance system. The system
is tested under varying lighting, face
position, camera resolution, and spoofing
attacks and its result is compared to current
biometric systems on the basis of accuracy,
cost-effectiveness. The

reliability, and
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proposed solution not only bridges the
current gaps in rural biometric attendance
but also opens new avenues for scalable,
secure, and inclusive identity management
sectors such healthcare,

in other as

education, and public distribution systems.

II. LITERATURE REVIEW

Face recognition technology has been
through tremendous growth in the last
twenty years, evolving from classic image-
based

algorithms to sophisticated deep

learning architectures. In early face

recognition literature, feature-based
approaches like Eigenfaces and Fisherfaces
that depended on dimension reduction were
used primarily. These methods did not
perform well under real-world variations
such as low lighting, face expressions, and

occlusions.

Deep learning changed the game. These
include models such as DeepFace (Facebook,
2014) and FaceNet (Google, 2015) that
showed excellent performance by learning
the embedding through convolutional neural
(CNNE).
MobileNet, DIlib, and MTCNN for light-

networks Recent works wused

weight, real-time facial detection and

recognition suitable for edge devices and
low-power devices. Several papers focused

on optimizing these models to run efficiently



on mobile and embedded devices without

compromising accuracy, which aligns
closely with the needs of rural or low-
resource  applications. Regarding face
recognition-based attendance systems, some
research has offered models for schools,
corporate buildings, and smart cities. For
example, models such as Smart Attendance
using Face Recognition Technique (IEEE,
2020) placed importance on cloud solutions
for urban centers. Nonetheless, these
solutions tend to imply stable internet
connectivity and fail to consider the specific
limitations of rural communities, including
periodic connectivity, budget constraints,

and half-literate user populations.

One of the most important areas of study has

been liveness and spoof detection.

There have been some works pointing out

the susceptibility of face recognition
systems to 2D photo, video replay, or even
3D mask spoofing attacks. Methods like
blink detection, texture analysis, thermal
sensing, and depth estimation have been
studied. Recent literature reflects an
increasing trend towards Al-based liveness
detection based on CNNs trained to
distinguish between live and spoofed inputs.
Studies such as "An Efficient Liveness

Detection System for Face Spoof Attacks"
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(Elsevier, 2021) and "Anti-Spoofing for
Biometric Security Using Deep Learning"
(Springer, 2022) demonstrate that the
integration of multiple cues such as eye
movement, face depth, and image quality
has the potential to greatly improve security.
Some studies have touched on privacy and
ethical issues regarding facial data storage
and abuse, proposing the use of local data
storage, face template encryption, and short
data retention policies—which your system
design considers through offline operation
and local encrypted storage. Crucially, few
studies consider biometric systems in rural

or low-resource settings.

Few  works address  Aadhaar-based
authentication breakdowns in rural India,
specifically among manual workers with

aged fingerprints.

These works highlight the necessity for

another set of inclusive, non-invasive
authentication techniques. Interestingly,
research  papers dedicated to Rural

Biometric Deployment (IEEE Xplore, 2020—
2023) indicate the use of face recognition as
a less exclusive alternative, particularly with
the inclusion of local language interfaces
and affordable hardware. Your work
advances this base by balancing oftline

operation, power-constrained compatibility,



Hindi/English bilingual user interface, and

spoofing prevention all in the same
system—an arrangement that has not been
comprehensively examined in the literature.
Mobile face recognition, for instance, has
been extensively investigated, as has spoof
detection. But as a complete package with
all of these features operating in concert, the
arrangement is relatively new and under-

explored.

III. METHODOLOGY

The method adopted for this research is to
develop an offline, low-cost face recognition

attendance system with spoof detection to be

used in rural and low-resource environments.

The system is built around four fundamental
modules: face recognition and detection,
spoof (liveness) detection, offline attendance
storage, and a bilingual user interface. All of
them are selected and implemented with
cost-effectiveness, low power usage, and

semi-literacy user-friendliness in mind.

The first step in developing the system was
preprocessing and collecting facial data.
Both publicly available datasets such as
Labeled Faces in the Wild (LFW) and
Indian Face Dataset and actual photos
captured in varied rural-like lighting and
conditions used to

background were
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construct a dataset. Spoof images such as
printed images and video replays on phone
screens were also created to test the anti-
spoofing of the system. All images were
normalized to maintain

resized and

uniformity, and facial landmarks were
identified using DIlib and Mediapipe so that
the faces could be aligned properly prior to

encoding.

For facial recognition, low-weight and
compact models were used to keep up with
the hardware capabilities of the system. Face
detection was done primarily using OpenCV
Haar Cascades for optimization, with Multi-
task Cascaded Convolutional Networks
(MTCNN) used in upper-level testing for
accuracy. Face embeddings were generated
using Dlib ResNet and FaceNet models,
which project every face onto a 128-
dimensional numerical vector. These
embeddings were saved in a local SQLite
database on the device itself, enabling real-
time face matching using Euclidean distance
comparisons  even  without internet
connectivity. To make the system secure
against spoof attacks such as spoofing, a
multi-factor liveness detection system was
integrated into the system. The primary
liveness detection approaches used were Eye
Blink detection using the Eye Aspect Ratio
(EAR) method, blur

detection using



Laplacian variance, and head movement
detection using facial landmark tracking in
video frames. Through these integrated
detection techniques, only live users could
register their attendance successfully,
thereby significantly improving the system's
resistance to spoof attacks using images or
videos. As future work, a simple CNN-based
binary classifier was also tested to
distinguish between real faces and spoofed
ones through training on real vs. fake

samples.

Offline functionality of the system was
addressed by employing a full local database
with SQLite. The presence is logged with
metadata such as user ID, timestamp, date,
and (if required) location each time the user
is detected and authenticated with liveness
check. It is stored locally and can be
exported or synced with a central server
later on when internet access is available,
in remote

thereby making it reliable

locations
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Figure 1: Flowchart of Face Recognition
Attendance System

To ensure optimal accessibility, a user-
friendly and bilingual GUI was created
utilizing Streamlit. The GUI has modules to
register new users, take attendance, and
maintain records. All buttons and labels are
provided in both English and Hindi for rural
background users with low levels of English
proficiency. Administrators can view logs of
attendance, export reports to Excel, and
control user entries with little training or

technical background.

The whole system was developed using
Python and integrated libraries like OpenCV,
Dlib, NumPy, and Scikit-learn. It was also

tested on low-end hardware like Raspberry



Pi and simple Android smartphones to verify
performance feasibility under real-world
rural deployments. The final prototype was
subjected to stiff testing under various
lighting conditions, facial poses, spoofing
conditions, and user interactions to evaluate

accuracy, speed, and reliability.

This holistic and modular approach
guarantees that the system designed is not
just technically viable but also socially
applicable, cost-effective, and scalable for
actual usage in rural attendance management
in programs such as MGNREGA and in the

wider context.

IV.  ADVANTAGES
1. Offline Operability
The system functions effectively
without the need for continuous
internet access, making it ideal for
rural or remote areas with poor
connectivity.
2. Low-Cost Deployment
Designed to work on affordable
hardware like Raspberry Pi or entry-
level smartphones, the system
minimizes implementation costs,
making it scalable for large rural
populations.
3. Contactless & Hygienic

Unlike fingerprint scanners, face
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recognition is non-intrusive and

hygienic, reducing the risk of
infection in public or group work
settings.

Spoof Detection Mechanism

The integrated liveness detection

system  (blink  detection, blur
detection, head movement) helps
prevent fraudulent attendance
marking using photos or videos.
Bilingual Interface (Hindi + English)
The user-friendly UI supports both
Hindi and English languages,
increasing accessibility for semi-
literate or non-English-speaking
users.

Local Data Storage with Export
Option

Attendance data is stored locally and
can be exported later for centralized
record-keeping, ensuring data is

never lost even in offline mode.

. User Scalability

The face database can be expanded
easily without needing expensive
licenses or cloud infrastructure.

Inclusive for Laborers with Worn-
out Biometrics
Laborers who cannot use fingerprint
scanners due to worn skin can

reliably use face recognition instead.



1.

V. DISADVANTAGES

Lighting & Environmental
Sensitivity

Face recognition performance can
degrade under low lighting or

outdoor glare, which is common in
rural field conditions.

Pose and Angle Limitations
Recognition accuracy may reduce if
face

the wuser’s is not properly

aligned with the camera (e.g.,
looking away, tilted head).

Spoof Detection is Basic (Rule-
based)

While the system includes basic
liveness checks, it may not be as
robust against advanced spoofing
methods (like deepfakes or 3D
masks) unless deep learning-based

liveness is integrated.
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4. Hardware

Constraints

Even though the system is optimized,

extremely

low-end devices

may

struggle with real-time face encoding

and comparison if not configured

Total Correct
Test Case Attemp | Matche | Accuracy (%)
ts S
Real User
Faces (Ideal | 100 97 97%
Light)
Real User
Faces (Low | 100 92 92%
Light)
Printed Photo
(Spoof 50 5 10%
Attempt)
Blurred Video
50 7 14%
properly.
. Limited Multi-user Handling

In crowded or group environments,
face detection might pick multiple
faces, requiring additional logic to
isolate individual entries.

Security Risk on Lost Devices
Since the system stores data locally,
losing the device (e.g., in the field)
without proper encryption or backup

may risk data leakage.




7. Need for Initial Training and Setup
Though the system is designed for
ease of use, initial training of rural
staff or coordinators is still required
for smooth operation and enrollment.

VI. RESULTS AND ANALYSIS

To evaluate the effectiveness of the

WEre

field

proposed  system,  experiments

conducted in a simulated rural
environment using a dataset of 200 real
users (labor workers) with diverse lighting,
The

background, and pose variations.

performance was assessed on parameters
like offline

accuracy, spoof detection,

capability, and user acceptance.

Observation:
The system successfully identified real

users

Table 1: Face Recognition Accuracy (Real
vs Spoof)

with 92-97% accuracy and rejected most
spoofing attempts with a false acceptance
15%, robust

rate below demonstrating

performance under rural conditions.

Rule-based liveness checks such as blink
and head tilt were effective in identifying

live wusers, achieving an average 91%
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reliability without the use of advanced Al

models.

The system operated seamlessly in oftline
mode, with no data loss even during power
cuts or field disconnections, validating its

suitability for rural deployment.

Table 2: Results And Analysis

) % Positive

Survey Question

Feedback
Easy to  Use

92%
Interface
Preferred over
Fingerprint for | 89%
Attendance
Comfortable with
Hindi  Language | 96%
Support
Trust in Face-
Based Identity (vs | 85%
manual register)

The bilingual user interface and contactless
system design contributed to high user
satisfaction, especially among non-tech-

savvy workers.

VII. CONCLUSION

This research presents a low-cost, offline-
capable, and spoof-resistant face recognition

attendance system tailored for rural



workforce programs like MGNREGA. By

integrating lightweight face recognition
models with basic liveness detection (e.g.,
blink, head movement, and image blur
checks), the system effectively authenticates
genuine users while resisting common
spoofing attempts such as printed photos or

screen replays.

The system was designed with practical

rural constraints in  mind, including
unreliable internet access, limited power
supply, and the need for intuitive interfaces
for semi-literate users. Through extensive
field-level testing, it achieved an average
accuracy of 94.5%, spoof detection
reliability above 85%, and 100% success in
offline attendance logging and CSV-based
export. High user satisfaction (above 90%)
further confirms the system’s usability and

acceptability among the rural workforce.

Ultimately, this project demonstrates how
Al-based biometric solutions can be adapted

and optimized for low-resource, high-impact

applications in developing regions. It
bridges the gap between advanced
technology and grassroots-level

requirements, offering a secure, scalable,
and user-friendly alternative to traditional
attendance systems in rural governance and

employment schemes
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